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Introduction

Information is one of UNICEF’s major assets, and managing information as a strategic asset is one of the principles of the organisation of UNICEF.  Our information assets are both in the traditional hard copy format and, increasingly, in electronic format.  It is vital that we ensure that these assets – like any assets of the Organisation – are secure, protected, and are not improperly interfered with (either deliberately or inadvertently).  
This requires that appropriate controls are put in place.  This document, the UNICEF Information Security Policy, sets out a simple but comprehensive policy framework for establishing and maintaining those controls.  The policy focuses on information that is stored electronically.
This document is being issued in conjunction with the document titled, “Standards of Electronic Conduct”, which sets out the standards of conduct expected by the Organisation of all colleagues – staff members and non-staff members – when making use of UNICEF’s electronic hardware and software and other electronic devices such as telephones and fax machines. 

I.  Fundamental Principle

The UNICEF Information Security Policy is designed to ensure that UNICEF’s information assets are used in the most efficient and transparent way, consistent with the overall interests of the Organisation as determined by senior management, to help pursue our mission as the United Nation’s children’s organisation and the world’s leading organisation protecting children’s rights.  All UNICEF’s information assets are under the control and management of the Executive Director. 

II.  Definitions
The terms used in connection with traditional hard copy format of information are well understood within the Organisation.  However, some terms used in connection with electronic data storage, delivery and retrieval equipment and software have special meanings.   
The Definitions listed below are provided to ensure the clarity and precision of communication, and specifically apply to the different statement types in this policy.  This section also elaborates on various operational aspects of the functions referred to.
Availability (of Information):

Availability is the degree to which information is at the disposal of the authorised Information User.  Information must be available when required by users to perform their functions.  Availability addresses all aspects of access to information, including tape back-ups, business continuity procedures, and disaster recovery.

Classification (of Information): 

Classification of information is the designation of the appropriate level of Availability of that information.  The options are set out and explained in Section IV of this document.  In general, the designation is made by the Information Owner. 
Confidentiality (of Information):

The Confidentiality of information is the extent to which the availability of the information must be restricted in order to protect the interests and security of persons and the overall interests of the Organisation as determined by senior management. 

Information:
For this policy, “information” and “data” are the same, whether in hard copy or stored on or transmitted using with UNICEF electronic data storage, delivery or retrieval equipment and software. 

Information Owner:

The Information Owner is the UNICEF staff member accountable to the Executive Director for the confidentiality, integrity and availability of a specific sub-set of UNICEF’s information within the Information Owner’s sphere of responsibility, irrespective of whether the information is in electronic or non-electronic format.  Subject to the Information Owner’s usual reporting line within the Organisation, it is the Information Owner who determines who can access the information.  The Information Owner has limited discretion to augment the requirements of the UNICEF information Security Policy by establishing Standards and Practices (see below), as long as these additional requirements are consistent with the fundamental principle of the policy and are consistent with the Information Owner’s authority within the Organisation.  In most cases the Information Owner will be the Division Director or Head of Office responsible for the data in question.   

There is only one Information Owner for any particular set of information.  Where the same set of information, configured in the same way, is held by the Organisation in both hard copy and an electronic version, the holder of the hard copy is the designated Information Owner.
Information Custodian: 

An Information Custodian is a person who is given responsibility by the Information Owner for managing and safeguarding a specific sub-set of information.  An Information Custodian must do so in line with the UNICEF Information Security Policy and any additional requirements – usually, Standards and Practices – properly established by the Information Owner.  An Information Custodian must be a UNICEF staff member, but in exceptional circumstances the Information Owner can designate a non-staff member (e.g., consultant or vendor) to be an Information Custodian.  An Information Custodian is accountable to the Information Owner and ultimately to the Executive Director.
Information User:

An Information User is a person who has both specific authorized access to UNICEF’s information or data at designated levels of access, and a corresponding ability to add, modify or delete information or data.  

Information Security Management Committee:

By this document, the Executive Director establishes an Information Security Committee.  This is a small group of senior managers under the leadership of the Deputy Executive Director for Operations that meets as needed to review UNICEF’s information security procedures and to advise the Executive Director on matters relating to information security generally.  This committee is comprised of the Deputy Executive Director for Operations, the Comptroller, the Director ITD, the Director, Supply Division CPH; the Director, Division of Policy and Planning, the Director, Division of Communication, and the Chief of IT Security in NYHQ.  The Executive Director may choose to invite other officials from the UN system to attend meetings of this Committee as Observers and contribute to the Committee’s deliberations.  
Integrity (of Information): 


Integrity represents the overall reliability and accuracy of information.  Information must have a level of accuracy and reliability sufficient for the purpose for which it is being used.  This includes transcription or conversion of information/data between hardcopy and electronic formats.

Policies:

Policies on the use of and access to UNICEF’s information assets are high-level rules setting the framework within which the Organisation makes use of its information assets.  Policies form the foundation of UNICEF’s information security.  Polices are established by the Executive Director and are announced through Executive Directives.  

The Policies are set out in the next section of this document.  They will be reviewed on a biennial basis and new Policies will be developed as needed in response to emerging requirements, and industry trends and “Best Practices”; new Policies may also be developed and announced outside the biennial review cycle if the need arises.
Standards:

Standards are rules established by a properly-authorized UNICEF official, defining the minimum information security controls that must be implemented for particular Information in order to give effect to the Policies.  All Standards are derived from and support the general goals of the Policies.  Standards are UNICEF’s criteria that must be followed by all individuals handling UNICEF information in hard copy, and/or using the UNICEF electronic data storage, delivery and retrieval equipment and software.  They apply to all individuals that use information and/or resources.  The Information Owner or their delegates establishes Standards.  Standards are updated periodically to reflect changing business practices/technologies both within UNICEF and externally.  

Practices: 

Practices are established processes and procedures that are adopted as a way of complying with UNICEF Policies and Standards.  All Practices are derived from and support the general goals of the Policies.  Practices are established by the Information Owner in consultation with the Information Custodian and are reviewed and amended as needed.

Technology Base:

The Organisation’s Technology Base is all electronic devices used in the performance of UNICEF’s work.  The Technology Base is the hardware and infrastructure which allows delivery of services generally managed by the Information Technology Division, including e-mail, ProMS, internet access, telephones, fax machines, etc.  Examples include computer work stations, telephones, walkie-talkies, faxes, networks.
III.Organisational Security Policies
The following are UNICEF’s core Information Security Policies.  These policies form the basis for all other policies – which includes (but is not limited to) the Standards of Electronic Conduct, the Information Classification Policy, and all supporting Standards and Practices. 

1. For the purposes of this policy, all information held by the Organisation in hard copy and/or stored, processed or transmitted on UNICEF’s electronic delivery systems is considered property of UNICEF and therefore falls under requirements set forth by Information Security Policies. 
2. Within the framework of UNICEF’s overall commitment to transparency, where a specific issue is not addressed in the Information Security Policies the operating principle is that access is available only to explicitly authorised individuals.   

3. Proper controls will be implemented to ensure appropriate confidentiality, integrity and availability of the Organisation’s information assets.
4. Subject to the privileges and immunities afforded to the Organisation under international law and to the existing rules, regulations and procedures relating to personnel, procurement, and other operational and financial matters, UNICEF will treat information so as to respect the privacy rights of individuals and so as not to compromise the safety and security of persons.; UNICEF will respect the confidentiality of commercially-sensitive information disclosed to UNICEF in the course of our work; and UNICEF will respect internationally-accepted intellectual property rights. 

5. All information within the Organisation will have an owner.  Where the same set of information, configured in the same way, is held by the Organisation in both hard copy and an electronic version, the holder of the hard copy is the designated owner. 
6. All information assets created after the date of this document will be assigned by the Information Owner to one of the categories established in Section IV of this document.  Information assets already in existence as of the date of this document will be so designated by the Information Owner to the extent this is feasible as long as the failure to so designate does not compromise the security of the Organisation. 
7. Information will be retained, handled, stored and upon authorized approval, disposed of in keeping with the category assigned to it.  Deviation from security requirements attaching to particular designations is strictly prohibited. 
8. An Information Owner may establish Information Security Standards and Practices to augment the UNICEF Information Security Policies, provided that those Standards and Practices are consistent with the Information Security Policies themselves.
9. UNICEF will periodically inspect, intercept, passively and actively monitor, log and scan its technology base, as determined by senior management and will make use of the results of such activities as senior management may conclude is in the best interests of the Organisation
IV. Information Classification Categories

General Principles on Classifying Information
The Information Classification Categories set out in this section establish within UNICEF consistent information handling processes throughout the life cycle of information, up to and including its authorized destruction.  These processes would also include requirements of availability (access) and recovery set forth by the information owner to the custodians of the information.    
The Information Owner is required to assign the information within his or her responsibility to one of the following categories.  This decision is to be based on the criteria of Confidentiality, Integrity and Availability.

“Unrestricted Distribution”
Information in this category is to be made available within the administration of UNICEF, to the UNICEF Executive Board, National Committees for UNICEF, and to the general public, without restriction.  

“For UNICEF Internal Use Only” 

Information in this category is to be made available only within the administration of UNICEF.  This category applies to information relating to the operation of the Organisation, including business and system information.  It also applies to pre-final versions of all classes of information – financial, operational, and programmatic.  This includes, for example, drafts of programme materials and other documents that may ultimately be given the unrestricted designation.  “For UNICEF Internal Use Only” is designed to facilitate the free exchange of ideas on a particular issue within the Organisation before an institutional position is established. 

“Restricted Distribution” or “Confidential”
Information in this category is to be made available only to those UNICEF staff members authorised to receive it. .  It applies to information that is most sensitive to the operation of the Organisation and to pre-final versions of documents and other forms of information that deal with particularly sensitive topics including such things as staff matters and staff security, and commercially-sensitive information disclosed to UNICEF in the course of our work.

The following provisions apply to information in this category:

· Information cannot be transmitted electronically unless appropriate compensating controls are in place to protect the confidentiality, integrity and availability of the data.

· Information cannot be taken off UNICEF premises unless validity and integrity of the information can be kept.

· Open access to information must be prevented as part of normal business procedures.

· Information cannot be distributed to anyone unless explicitly included by the owners on the distribution list.

Additional Note on Confidential Information:
Certain types of information are so sensitive to the operation of UNICEF that they are to be treated more confidentially still because unrestricted access to this information has the potential to severely compromise the integrity and operation of the Organisation.  The information in this category is Strictly Confidential pertains to information of an extremely sensitive nature that has a very restricted distribution, or information and/or methods used to protect other information/resources.  Strictly Confidential information must be held under the principles of dual custody and separation of function when not confined to a physically secure device or when not encrypted.  An example would be verification codes for use in financial transfers and encryption keys governing the use of the Organisation’s information technology.  This information is designated “DOCO”, for “Data Owner and Custodian Only”.  
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